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ABSTRACT Economics play an increasingly important role in fighting cyber
crimes. While the arms race against botnet problems has achieved limited success, we
propose an approach attacking botnets through affecting a botnet market structure.
The characteristics of the present underground botnet market suggest that it func-
tions effectively as perfectly competitive. Competitive markets are usually efficient.
We argue that less competition in the botnet market is actually preferred. Our eco-
nomic analysis suggests that monopoly reduces the overall market output of botnets.
Using a model of market structure evolution, we identify key forces that affect the
botnet market structure and propose possible ways such as defaming botnet entrants
to reduce competition, which ultimately reduce the size and output of the botnet
market. The analysis provides useful insight to botnet defenders as a guidance on an
efficient allocation of defending resources by attacking more on new entrants to the
botnet market relative to the existing botmasters.
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1. INTRODUCTION
Network security problems, such as hacking, attacking, malware, and spam, plague

today’s Internet. Most of these problems are related to one single source—botnets.
Botnets are networks consisting of compromised computers known as “zombies,”
“robots,” or simply “bots.” Computers could be hacked and controlled through
malware, ranging from running binaries from email attachments to installing appli-
cation software from untrusted sources, to viewing flash on Websites. Since their
appearance, botnets have evolved rapidly and have increasingly become a security
concern.

Nowadays, botnets are commonly used for an array of malicious attacks including
distributed denial-of-service attacks (DDoS), key-logging, ad clicks, SMTP mail
relays for spam, and identity and financial information theft, all of which have the
potential to generate revenue for botmasters, that is, cybercriminals who acquire,
control, and manage (aka “herd”) botnets (Franklin, Paxson, Perrig, & Savage, 2007;
Ford & Gordon, 2006; Z. Li, Liao, & Striegel, 2008). Botmasters’ profit-driven
activities impose disproportionate costs on society: the monetary cost of cyber crime
to society may be roughly compared with what the cyber criminals earn, but the
indirect and defense costs to society are much higher (Anderson et al., 2013). While
technical approaches alone have achieved limited success, economic approaches can

1

D
ow

nl
oa

de
d 

by
 [

C
en

tr
al

 M
ic

hi
ga

n 
U

ni
ve

rs
ity

],
 [

Q
i L

ia
o]

 a
t 1

2:
07

 2
4 

O
ct

ob
er

 2
01

4 

mailto:liao1q@cmich.edu


be useful for understanding and mitigating network secu-
rity problems and, thus, should be integrated into technical
designs (Anderson, 2001, 2006).

Recently, there has been extensive diversification of
the underground cyber crime economy. The online crime
ecosystem has evolved into a supply chain. Malware
authors sell toolkits to botmasters; botmasters sell or rent
botnet services to cyber criminals such as carders and spam-
mers to launch malicious attacks, steal credentials, etc.; and
the stolen credentials and other virtual assets can be sold to
end users to make unauthorized transactions. While cyber
criminals may build their own botnets to launch attacks,
it is much more common to hire such botnet services.
Botnets can even be created on demand (Caballero, Grier,
Kreibich, & Paxson, 2011). A high specialization of activi-
ties in the underground markets has been found (Segura
& Lahuerta, 2010). Virtually every component of this
underground economy ultimately hinges on access to com-
promised systems. As botnets are important links of the
supply chain of the cyber criminal infrastructure, disrupt-
ing the botnet market in which botnet services are traded
will interfere with the effective functioning of the under-
ground ecosystem, and hence help alleviate the Internet
security threat.

To that end, we study the market structure of the
underground botnet economy by applying the economic
analysis of market structures to categorize the botnet mar-
ket and explore key determining factors that may shape
the botnet market structure. Various market structures
will have very different welfare and efficiency implications.
We observe that the current underground botnet market
has largely the characteristics of a perfectly competitive mar-
ket because cyber criminals of today no longer require
specialized knowledge or technical skill to herd botnets.
Also, malicious software, ready-to-use zombie networks,
and anonymous hosting services are all readily available on
the Internet at low prices.

One major contribution of this article is to explore a
monopolistic botnet market structure, which is preferable
to botnet defenders. We argue that monopoly, though not
an efficient type of market structure for most legitimate
commodities, can be a desirable market structure for mali-
cious botnets from the perspective of defenders. According
to economic theories of market structure analysis, reducing
the level of competition in the botnet market will result in
higher prices as botmasters seek for monopolistic profit by
restraining their supply of botnets, thus hurting the botnet
consumers, who are primarily cyber criminals engaging in
illegal activities. Ultimately, less competition in the botnet

market will lead to reduced transactions in botnet services,
that is, reduced market output of botnets.

In particular, we derive a model that describes the evo-
lution of the botnet market and identify some key forces
governing its evolution. A distinctive feature of the model
is that the factors determining the early evolution of the
botnet market will shape its structure in long-run equilib-
rium. The model emphasizes how factors and events that
influence the number of potential botmasters, the survival
of new entrants, and the growth of incumbent botmasters
will affect the ultimate number of botmasters and the size
distribution of them in the market.

This article applies economic theories and analysis of
market structure to categorize the botnet market based on
its main characteristics, explores key determining factors
that may shape its market structure, and suggests possible
ways to shift the botnet market away from competition.
Contrary to the traditional thinking that we should mainly
focus on large botnets, we propose biased defaming attack
targeting new entrants to the botnet market, forcing them
to drop out shortly. The low survival rate of new entrants
will further discourage market entry through the contagion
effect.

By emphasizing the effects of market structure on mar-
ket price and market output, the article aims at providing
botnet defenders and policy makers with relevant infor-
mation of the effective allocation of defense resources.
Though the article focuses on the botnet market, the
insights learned can also be applied to other underground
markets in the supply chain.

The rest of the paper is organized as follows. Section 2
provides a brief introduction to the economics of market
structure, characterizes the underground botnet market as
competitive, and compares the efficiency implications of
competition and monopoly in a market. Section 3 derives
a model of botnet market evolution and identifies key
forces that determine its market structure in equilibrium.
Based on the modeling analysis, we propose possible ways
to reduce competition in the botnet market in Section 4.
Section 5 discusses related work. Section 6 concludes the
paper.

2. BOTNET MARKET STRUCTURE
In this section, we begin with a brief introduction of var-

ious market structures. We then define the current botnet
market as being nearly perfectly competitive, followed by a
comparison of competitive and monopolistic botnet mar-
kets to show that a monopolistic market structure will be
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less efficient than a competitive market structure for botnet
underground economy.

2.1. Introduction to Market Structure
In economics, market structure refers to the organiza-

tional and other characteristics of the industry serving the
market. The most important characteristics defining mar-
ket structure include the number of buyers and sellers, the
nature of costs (including the potential for producers to
exploit economies of scale and the presence of sunk costs),
and the extent of product differentiation, and ease of entry
and exit (Baumol, 1982; Colton, 1993). The four major
types of market structure are

• Perfect competition, where there are no barriers to entry,
many sellers offer a standardized product, and many
consumers shop on price differences alone.

• Monopolistic competition, where many sellers offer a
differentiated product. It is similar to competition, with
the exception that the products themselves are a bit dif-
ferent from one another, so consumers look for those
differences rather than price differences.

• Oligopoly, a market dominated by a small number of
firms.

• Monopoly, where there is only one seller dominating the
entire market.

Figure 1 illustrates the market structure continuum in
terms of market power, product differentiation, number
of competitors, and ease of entry and exit. In particular,
“Market Power” refers to the ability of a seller to profitably
raise its price. “Product Differentiation” is the easiness
and likelihood to differentiate a seller’s product from
its competitors’ products to attract customers. “Number
of Competitors” measures the level of competition in a

More

Greater

Perfect 

Competition

Monopolistic

Competition

Oligopoly Monopoly

Ease of Entry and Exit

Number of Competitors

Product Differentiation

Market Power

FIGURE 1 Market structure continuum.

market, and “Ease of Entry and Exit” is the ease with which
new sellers can enter a market and existing sellers can leave
a market.

Market structure is important in that it affects market
outcomes through its impact on the motivations, oppor-
tunities, and decisions of buyers and sellers in the market.
For most legitimate goods and services, competition is pre-
ferred as perfect competition can be both productively and
allocatively efficient (V. L. Smith, 1987).

2.2. Competitive Botnet Market
The botnet underground market shares many features

of a competitive market. It has been shown that com-
pared with conventional markets, markets on the Internet
are more competitive, and retailing on the Internet is
almost perfectly competitive (M. D. Smith, Bailey, &
Brynjolfsson, 2000).

Large participation has been found in the botnet market
(Franklin et al., 2007). On the supply side of the botnet
market, it is no longer necessary to acquire specialized
knowledge or expertise to herd bots. The term “herd-
ing” refers to botmasters’ acquisition and maintenance of
botnets. While trivial, there is cost to herd botnets. For
example, one needs to scan and discover vulnerabilities
of machines, write malware to explore the specific vul-
nerabilities and gain control of such systems. On today’s
Internet, ready-to-use generic malware and hosting services
can be easily acquired at relatively low prices (Symantec,
2012). The easy and cheap acquisition of malware allows
even nonexperts to generate their own customized botnets.
Meanwhile, it is also easy to join the demand side of
the botnet market. Practically anyone with the knowledge
of the Internet search engines can probably locate botnet
sellers on the hacking message boards.

Besides large market participation, another key feature
of a competitive market is the relatively low price. For
botnet pricing in particular, different factors are in effect:
size of botnet, type of usage, intended targets, location,
duration of attack, and so forth. Economic theories of
supply-and-demand analysis suggest that changes in supply
and demand lead to price changes. Unpicking the extent to
which price variation is due to supply or demand is chal-
lenging for an underground market like the botnet market,
where we have only limited information. Nevertheless, it
has been found that though actual botnet prices vary, the
value of each machine stays quite low (Segura & Lahuerta,
2010). The low botnet price suggests the possibly intense
competition in the botnet market.
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Normally competition is preferred in a market as it
increases efficiency. Nevertheless, to fight against botnets,
promoting a monopoly botnet market structure can be
an effective economic approach to reduce the size of the
botnet market.

2.3. Competition versus Monopoly in
Botnet Market

In this section, we illustrate how price and output of
botnets change when the botnet market shifts from compe-
tition to monopoly. Botmasters are assumed profit-driven
who determine the price and output levels that return
the greatest profit. Regardless of market structure, total
profit reaches its maximum point where marginal revenue
equals market cost (MR = MC ). Marginal cost (MC ) is
additional cost of producing one more unit of product.
It depends on the cost structure of the producer, not on
the structure of the product market.

Marginal revenue nevertheless, depends on market
structure. Marginal revenue is the additional revenue that
will be generated by increasing product sales by one
unit. Under perfect competition, botmasters are price
takers so that MR is fixed at the given market price
level; that is, P = MR where P is the market price of
botnets. Under monopoly, the monopolist is a price setter.
The monopolistic MR can be derived from total revenue
TR(Q) = P(Q) × Q . By product rule, MR(Q) = d (TR)

dQ =
P(Q) + P ′(Q) × Q , where P(Q) is the standard price,
just as in competitive market, and P ′(Q) × Q is Cournot
distortion due to sellers’ incentive to reduce quantity to
raise price. MR depends on the price elasticity of demand
(denoted by ε) that measures the responsiveness of botnet
consumers to a change in market price: ε = − dQ

dP × P
Q ,

from which we derive −P
ε

= dP
dQ × Q = P ′(Q) × Q , thus

MR = P(1 − 1
ε
). If ε < 1, MR < 0, thus monopoly bot-

master will not rent botnets where demand is inelastic (ε <

1). Therefore, in the range of demand where monopolistic
botnet revenue falls with output, monopoly botmaster
always reduces output to increase revenue.

Rearranging MR = P(1 − 1
ε
) = MC , the monopolistic

elasticity pricing rule is P−MC
P = 1

ε
, measuring the percent-

age markup of price over marginal cost. The markup is
equal to the inverse of the price elasticity of demand. It can
be viewed as a measure of monopoly power. As elasticity
increases (or decreases), a monopolist has less (or more)
power to increase price above marginal cost.

Price

MR

P
mon

Output

MC

P = MRP
com

Monopoly

Competition

Q
mon Q

com

Demand

FIGURE 2 Competitive vs. monopolistic botnet market.

Figure 2 illustrates the marginal cost (MC ) curve,
and the marginal revenue (MR) curve under both com-
petition (horizontal) and monopoly (downward-sloping).
When profit is maximized at MR = MC, the size of the
market is at Qcom under competition, and Qmon under
monopoly.

As in Figure 2, monopolistic output is less than and
monopolistic price is higher than the counterpart in a
competitive market (Qmon < Qcom, Pmon > Pcom). That is,
a monopolist produces a lower output which it sells at
a higher price. Competitive pressures in perfect compe-
tition serve to eliminate supernormal profit, which is in
absence in monopoly. Due to organizational slack result-
ing from the absence of competitive pressures, monopolies
are always likely to be technically and productively inef-
ficient (Leibenstein, 1966), which happens at all levels of
output.

In practice, it is difficult for botmasters to gain
monopolistic power as the technical obstacles for entering
the botnet market have been falling. Botmasters them-
selves may also lack the incentive to get big. On one hand,
botmasters do not have to be big, which depends on the
business model they intend to adopt. On the other hand,
big botnets are more likely to be noticed and disman-
tled, which is bad from the perspective of botmasters. The
recent trend is toward smaller botnets (Cooke, Jahanian,
& Mcpherson, 2005; Vogt, Aycock, & Jacobson, 2007).
Therefore, the transition from competition to monopoly is
unlikely to occur automatically. Is there anything defend-
ers can do to make the botnet market less competitive? In
the following, we use a botnet market evolution model to
identify a number of key forces that influence the level
of competition in the botnet market, and explore some
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possible ways to make the botnet market shift away from
competition.

3. MODELING BOTNET MARKET
EVOLUTION

In this section, we modify the general industry evolution
model (Klepper & Graddy, 1990) to illustrate the evolu-
tion of the botnet market and identify key determining
forces of the botnet market structure.

The botnet market is assumed initiated in period 0.
At the beginning of period t, the number of botmasters
in the market is denoted by Nt, and their total output
is denoted by Qt. In every period, there may be entry
and exit. The dynamics of competition is captured by
Nt = Nt−1 + Et−1 − Xt−1, where Et−1 is the number of
entrants during period t – 1 that are still in the mar-
ket at the end of the period, and Xt−1 is the number of
incumbent botmasters that exit during period t – 1. Such
botnet market evolution is essentially a stochastic process,
but we impose no structure on the probability distribu-
tion of entry and exit, which largely depends on the cost
structure of individual botmasters. The random distribu-
tion of cost structure is not essential for our analysis. What
is of interest is the final direction in which the process will
evolve and defenders’ strategies that may change the final
equilibrium status. The process over which the long-run
equilibrium is reached does not matter much.

Consider entry to the botnet market. In each period t,
there are Kt potential botmasters that could conceivably
enter the market, of which Et choose to enter. We assume
that entry causes the pool of potential botmasters to shrink,
that is, Kt ≥ Kt+1. There is a lump-sum cost associated
with entry, including the cost of acquiring botnet toolk-
its and command and control (C&C ) channels. Since
botmasters are endowed with various levels of expertise
(e.g., experts vs. rookies) and malware costs can also be
different, so that the startup cost varies among potential
botmasters, that is, Fi > 0 where Fi is the fixed startup
cost for potential botmaster i. Different from (Klepper &
Graddy, 1990) where constant returns to scale is assumed,
the expansion of botnets is subject to increasing returns
to scale whereby the per-bot cost decreases as the size of
botnets increases. Herding botnets is a scalable attack as
the cost of the attack has very little dependence of the total
number of machines hacked (Herley, 2013). In many cases
in the botnet market, bulk discounts are granted (Caballero
et al., 2011), reflecting scale economies in botnet pro-
duction. Therefore, for a representative botmaster i, the

total cost function takes the form of C (Qi) = Fi + c × Qi,
where c is the marginal cost of herding botnets. Marginal
cost is assumed constant and homogeneous to botmasters
at MC = c, but botmasters differ in their scale of pro-
duction of Qi. We can derive average cost as AC (Qi) =
C (Qi)

Qi
= Fi

Qi
+ c from total cost. Average cost is assumed

lower bounded at AC (Qi) ≥ L where L is the lowest attain-
able average cost possible, homogenous to all botmasters.
As Q → ∞, F/Q → 0; that is, when the size of botnets
is infinitely large, average cost converges to marginal cost.
Average cost is heterogeneous to botmasters for various rea-
sons. In the context of the model setup, the key difference
lies in level of expertise (measured by Fi) and experience
(measured by Qi). Average cost tends to be higher for
rookie botmasters than seasoned botmasters as the latter
are more experienced and normally operate at a larger
scale, that is, a higher Qi for seasoned botmasters. Potential
botmasters with more expertise tend to have a lower aver-
age cost than nonexperts, that is, a lower Fi for skillful
experts.

Entrants can lower average cost upon entry. The cost
reduction could be realized through the imitation of suc-
cessful botmasters or from the accumulation of experience.
For simplicity, we assume all the cost reduction occurs
upon entry thus botmasters entering during period t with
an average cost AC > L(1 + γ ) can reduce their cost to
AC/(1 + γ ) by the end of period t, where γ quantifies the
ease of survival of entrants. After the period of entry, sur-
viving botmasters can further lower average cost when they
expand botnets.

We assume that all botmasters are profit maximizing,
thus a potential botmaster will enter the market only if the
expected profit from entry is nonnegative. Profit depends
on market price and average cost as �i,t = (Pt − Fi

Qi,t
−

c) × Qi,t , where �i,t is the profit received by botmaster i
in period t, and Pt is the botnet price at the beginning
of period t, homogeneous to all botmasters selling in the
market. Botmasters entering the market in period t are
assumed to enter with a botnet size of one unit. If they
are still in the market by the end of period t, they change
their botnet size in period t + 1 at a rate that is deter-
mined by their cost, relative to market price: Botmasters
with Pt+1 < Fi

Qi,t+1
+ c exit the market; botmasters with

Pt+1 = Fi
Qi,t+1

+ c maintain their botnet size; botmasters

with Pt+1 > Fi
Qi,t+1

+ c expand botnets. In period t + 1,

the size of the botnet market is the sum of all botmasters’
output, i.e., Qt+1 = ∑

i (Qi,t+1). The greater the market
price is, the faster will be the expansion of the botnet
market.
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Proposition 1. There exists a period T such that: (i) for
all periods t < T , Pt > Pt+1 and Qt < Qt+1; (ii) for all
periods t ≥ T , Pt = Pt+1 and Qt = Qt+1.

Proof. The supply-and-demand model of economics
states that all else being equal, the market price falls when
supply increases. Recall average cost of botmaster i in
period t is ACi,t = Fi

Qi,t
+ c ≥ L. Suppose Pt < Pt+1 for

some period t, then Pt+1 > Fi
Qi,t

+ c must hold true for all

incumbent botmasters in period t as Pt ≥ Fi
Qi,t

+ c applies
to all incumbents in period t. This implies Qt+1 ≥ Qt ,
and hence Pt+1 ≤ Pt , which is inconsistent with the pre-
sumption of Pt < Pt+1. Therefore, for any period t, only
Pt ≥ Pt+1 is possible.

Initially at period 0, P0 is at a high level due to limited
supply. With existing botmasters expanding and poten-
tial botmasters entering the market, the botnet price keeps
falling as more botnets are supplied to the market, i.e.,
Pt > Pt+1 and Qt > Qt+1 during the period of market
expansion, and T marks the end of expansion.

During market expansion, surviving botmasters keep
increasing output, hence average cost keeps falling until it
reaches L, the lowest attainable level. Suppose Pt > L for
all t, then all botmasters that have reached L will expand
botnet output in every period. Eventually, as all incum-
bent botmasters have reached the lowest attainable cost L,
the total output by all the botmasters must be equal to the
botnets demanded for at price L to make the botnet mar-
ket clear in every period. But this is not possible when Pt >

L. Therefore, eventually, the botnet price must stabilize at
L, and the quantity of botnets supplied to the market sta-
bilizes as well. That is, Pt = L for all t ≥ T . After period
T , all existing botmasters maintain their botnet size as the
market price of botnets and their average cost are equal.
No new botmasters enter the market as the expected prof-
its from entry will be negative when the price level is too
low for newcomers in lack of cost advantage. Therefore,
after period T , the botnet market is stabilized with con-
stant number of botmasters, total botnets supplied to the
market, and market botnet price. �

Proposition 2. There exists periods t1 ≤ t2 < T such
that: (i) if t ≤ t1, then Nt+1 ≥ Nt ; (ii) if t2 ≤ t < T , then
Nt+1 ≤ Nt ; and (iii) if t ≥ T , then Nt+1 = Nt .

Proof . In early periods of botnet market expansion (t
≤ t1), the botnet price must exceed the cost of all incum-
bent botmasters. As no existing botmasters exit the market,
Nt+1 ≥ Nt .

Exit occurs in period t2 when the falling botnet price
starts to drive less cost effective botmasters out of busi-
ness. Given that Pt > L for all t < T and Pt+1 < Pt ,
all botmasters with a cost that is between Pt+1 and Pt

exit the market in period t + 1. Since the pool of poten-
tial botmasters shrinks over time, and potential botmasters
are cost inferior to incumbent botmasters unless they have
superior expertise, there will be no entry or less entry.
Hence, for t2 ≤ t < T , Nt+1 ≤ Nt .

From Proposition 1, Pt = L for all t ≥ T . All exist-
ing botmasters keep their botnet capacity, and there will
be no entry and exit. Therefore, in long-run botnet market
equilibrium, the number of botmasters is stabilized; that is,
Nt+1 = Nt for all t ≥ T . �

Proposition 2 says that the dynamics of competition
in the botnet market is composed of three stages. In the
early stage of market expansion, the number of botmasters
grows. At some later point of market evolution, the
number of botmasters falls. Eventually, the number of
botmasters stabilizes.

Combining Propositions 1 and 2, the botnet market
will eventually be composed of the most cost-effective
botmasters that have attained the lowest possible cost. The
existing botmasters will be either early entrants producing
at larger scales (the larger scale could be reflected by
multiple smaller but linked botnets under the control
of the same botmaster in the market) or later entrants
with endowed expertise advantage. The largest botmasters
are those that are among the first to attain the lowest
attainable cost. If, after the first botmasters reach the most
cost effective botnet scale, there is an unexpectedly long
delay before others to catch up, then market shares of first
botmasters will be high.

The smaller is the entry cost (Fi) and the slower
is the fall in botnet price, the longer will be the ini-
tial stage of botnet market expansion before the number
of botmasters starts to decline. Entry cost varies among
potential botmasters. In each period, only the poten-
tial botmasters with competitively low cost choose to
enter the market. In early days of market expansion,
no prior entrants exit the market, and the number of
botmasters rises. Nevertheless, the fall in botnet price
will force less competitive botmasters to exit. Entry even-
tually ceases but exit continues, causing the number of
botmasters to decrease. Stability is reached only when
there is no longer any disparity in cost among exist-
ing botmasters, with the most cost effective botmasters
remaining. Propositions 1 and 2 explain the fall in botnet
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price, the rise in botnet supply, the change in the number
of botmasters, and the eventual leveling off of them that
characterize the evolution of the botnet market.

Proposition 3. Events and forces in any period that lead
to a greater number of potential botmasters, greater ease of
survival of entrants or lower expansion rates of incumbent
botmasters will cause the number of botmasters to increase
in the following period.

Proof. A rise in Kt (the number of potential botmasters),
a rise in γ (measuring the ease of survival), and a rise in
the expansion rates of incumbent botmasters during period
t must cause Pt+1 to fall relative to what it would have
been. Consider the effect of the price change on Nt+1.
If Kt rises, causing Pt+1 to fall, then exit during period t
will rise, causing the number of botmasters during period t
to fall relative to what it would have been. Suppose this fall
is balanced by an equal rise in the number of botmasters
entering the botnet market during period t as Kt rises, then
Nt+1 would be unaffected. Since incumbent botmasters are
always at least as big as entrants, this implies that Qt+1

would fall. But this cannot be if Pt+1 falls. Consequently,
the number of botmasters entering during period t must
rise by more than the rise in the number of incumbent
botmasters that exit during period t, implying that Nt+1

must rise relative to what it would have been. Similar argu-
ment shows that a rise in γ in period t will lead to a rise in
Nt+1. If the expansion of all existing botmasters increases,
causing Pt+1 to fall, then the exit rate of botmasters dur-
ing period t will rise, and the number of entrants during
period t will fall, implying that Nt+1 will fall. �

4. MODEL IMPLICATION
It is interesting to note that the underground botnet

market is different from markets for legitimate goods
and services where competition is considered welfare-
enhancing. In the botnet market, both sellers and buyers
are detrimental. Moving from competition to monopoly
has an efficiency loss to the botnet market, which is indeed
a net gain for the society from the perspective of fighting
botnets. In this section, we study and evaluate such impact
on the botnet market.

4.1. Reduction in Botnet Market
Output

We first use numerical examples to show how mar-
ket output changes when market structure changes, as

discussed in subsection 2.3, with four types of demand
functions commonly used in economics: linear demand,
concave demand, exponential demand, and constant elas-
ticity demand. For the supply side, the constant marginal
cost is held at MC = 0.5 for illustration purposes only.

Figure 3 and Table 1 summarize the change in market
output as the market shifts from competition to monopoly.

The graphical and numerical illustrations illustrate how
much market output decreases depends on both the sup-
ply and demand side of the market. Economists have
found that the Internet has created real time experiments
to address traditional economic questions about consumer
behavior and market outcomes. For example, (Einav,
Kuchler, Levin, & Sundaresany, 2011) documented exper-
iments conducted by eBay sellers across a wide array of
retail products to estimate nonparametric auction demand
curves. They found that all demand curves have similar
shape, and the marginal cost is constant.

Given the demand side, the level of competition
depends on the cost structure of botmasters. In particular,
fixed cost can significantly affect the number of botmasters
in equilibrium.

Assume in the botnet market, a botmaster faces a linear
demand curve

q = Q × [
1

n
− b(p − p̄)] (1)

where q is the output of the botmaster, Q is the total mar-
ket output, n is the number of incumbent botmasters, p is
the botmaster’s price, and p̄ is the average price of the bot-
master’s competitors (i.e., the other n–1 botmasters in the
market). b is a constant term representing the responsive-
ness of the botmaster’s sale to its price, positively related to
the price elasticity of demand.

As in section 3, the average cost of the botmaster is
AC = F/q + c. In market equilibrium, all incumbents
charge the same price that equals to the lowest attainable
cost, and each will sell an amount q = Q/n. Thus, the bot-
master’s average cost depends on the size of the market and
the number of botmasters in the market:

AC = n × F
Q

+ c (2)

From the demand function, we derive the marginal rev-
enue curve as MR = p − q/(bQ). The profit-maximizing
botmaster will set marginal revenue equal to marginal cost
so that p = c + q/(bQ). In market equilibrium, q = Q/n,
therefore

Toward a Monopoly Botnet Market 7
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(a) Linear demand (b) Concave demand

(c) Exponential demand (d) Constant Elasticity

FIGURE 3 Comparison of market output under competition and monopoly with various demand.

TABLE 1 Decrease in Market Output from Competition to
Monopoly

Demand function Qcom Qmon Change

P(Q) = 1–Q 0.50 0.25 −0.25
P(Q) = 1–Q2 0.70 0.40 −0.30
P(Q) = 1–Ln(Q) 1.65 0.61 −1.04
P(Q) = 1√

Q
4.00 1.00 −3.00

p = c + 1

bn
(3)

Because of entry and exit, all incumbents earn zero eco-
nomic profit in long-run equilibrium; that is, p = AC, from
which, we derive

n =
√

Q
bF

(4)

The size of fixed cost is a key determinant of the equi-
librium number of botmasters. Figure 4 illustrates how the
market equilibrium number of competitors is decreasing in
fixed cost. In the figure, Q = 500 and b = 1 for illustration
purposes only.

FIGURE 4 Rising fixed cost reduces the equilibrium number
of botmasters (thus defaming may reduce market competition by
raising the entrants’ costs).

4.2. Reduction in Botnet Size
In the botnet market evolution model derived in Section

3, the specified cost function is a reasonable representation
of botmasters’ cost structure. Figure 5 plots the unit botnet
price (per Megabit per hour of service) calculated using

8 Z. Li and Q. Liao
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FIGURE 5 The general trend of botnet unit rental prices (per
Mbps per hour) in DDoS attacks: decreasing and stabilizing as
the botnet size increases.

data from published research findings (Segura & Lahuerta,
2010). As shown, initially the per-unit price decreases as
the botnet size increases, eventually the price levels off.
As price equals to average cost with entry and exit, the unit
price curve approximates the average cost of botmasters at
different production scales. The shape of the curve sup-
ports the assumptions of a relatively significant fixed cost,
constant marginal cost, and falling average cost.

The economic analysis in section 2 suggests the supply-
reduction guiding principle to reduce the size of the
botnet market. From the modeling analysis in section 3,
some major forces that affect botnet market competition
include:

• the pool of potential botmasters,
• the entry cost for potential botmasters to enter the

botnet market,
• the survival rate of new botmasters, and
• the expansion of incumbent botmasters.

The number of botmasters in the market (thus mar-
ket competition) will fall if the number of potential
entrants decreases, entry cost increases, the survival rate of
entrants falls, or the growth rate of incumbent botmasters
increases. All are essentially to widen the cost disparity
between entrants and incumbents. Given expertise, incum-
bents are more cost effective than newcomers since average
cost is decreasing in the level of botnet production, as
in AC = F

Q + c from section 3. The cost advantage of
incumbents will be strengthened if the entry cost F is
increased for newcomers. The larger the cost advantage
enjoyed by incumbent botmasters, the smaller is the even-
tual stabilized number of botmasters. By making it harder

for potential botmasters to enter or survive, the size of
the botnet market will be reduced. Government policies,
legal enforcements, or technical defense measures can affect
these determining forces of market competition.

4.3. Transition from Competitive to
Monopolistic Botnets

The economic analysis calls for reduced competition
in the botnet market. In this section, we discuss possible
ways to transform the botnet market from competition to
monopoly. The level of competition in the botnet mar-
ket depends on the number of botmasters participating
in the market (associated with entry and exit), their pro-
duction scale, and product differentiation. The existence
of monopolies or market power is often from barriers to
entry, high start-up costs or other obstacles (e.g., control of
resources, government regulation, education requirements)
that prevent new competitors from easily entering the
market. For the underground botnet market, government
regulations and law enforcements are not as effective as a
legitimate market. The cost advantages created by propri-
etary expertise and know-how are no longer as dominant
in today’s Internet. It is challenging to develop effec-
tive barriers to entry for the botnet market. We observe
that although botmasters may lack the incentive to grow
(Cooke et al., 2005; Vogt et al., 2007), there is motivation
for product differentiation; in particular, botmasters are
motivated to build good online reputation among buyers
to distinguish themselves from competitors. Based on the
modeling analysis, we propose measures aimed at broad-
ening the cost disparity between entrants and incumbents
through biased defaming of botmasters.

Reputation and trust are essential for the Internet
markets because of the spatial and temporal separation
between buyers and sellers imposed by the medium. It has
been found that reputation markets (information markets
designed to assess content quality) (Yan & Roy, 2008) may
offer a number of desirable features for users of online con-
tent. On the Internet, a seller’s reputation is vetted online
nearly in real-time by consumers leaving online reviews
and sharing experiences on social media Websites. As an
underground market, the botnet market operates in an
environment of dishonesty and mutual distrust (Franklin
et al., 2007). Trust plays a critically important role in the
effective functioning of the market.

It has been shown that it is feasible to attack the ver-
ification system of underground markets. Franklin et al.
(2007) proposed two approaches to disrupt the client
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identification capabilities of open underground markets, a
Sybil attack and a slander attack. In a Sybil attack, numer-
ous identities (Sybils) are generated to undercut the par-
ticipant verification system by advertising deceptive sales.
In a slander attack, an attacker eliminates the verified status
of buyers and sellers through false defamation. By creat-
ing pseudo identities and eliminating the status of honest
identities, the number of successful transactions decreases.
Caballero et al. (2011) built a program to mimic the net-
work communication used by pay-per-install (PPI) services
to obtain the client programs. They exploited the client
programs that the PPI provider distributes without actually
executing the client programs and accounting. Though the
purpose of the researchers is to collect data to study the
PPI market, infiltration technique can be used to disrupt
the communication between PPI services and clients.

In the botnet market, seasoned sellers tend to have
a cost advantage over new competitors. Biased defam-
ing that targets entrants can further strengthen the cost
advantage of incumbents. When implementing reputa-
tion attacks, instead of eliminating the verified status of
sellers randomly, we recommend that the attacks on verifi-
cation systems target new entrants to the market, forcing
them to drop out shortly. Economics is all about the
efficient and optimal use of limited resources. Given the
limited resources available, botnet defenders should assign
a high priority to prevent new competitors from surviving.
Compared with defaming seasoned botmasters, discredit-
ing new entrants can be much more cost effective. When
entrants are kept away from the botnet market, incum-
bents’ market power will increase, and they will be able
to raise price to make monopolistic profit by restrain-
ing botnet output. As market competition decreases, the
market output decreases as well. The effective credibility
attack against new entrants in the botnet market can have
contagion effects on potential entrants, discouraging them
from entry. The lack of credibility of new entrants will
also discourage buyers from choosing new entrants, fur-
ther lowing the incentive of entry. In the framework of the
economic model, effective defaming of entrants is equiva-
lent to increasing the entry cost, thus reducing the level of
competition in market equilibrium.

5. RELATED WORK
There is a large economic literature on market structure

analysis. Much focuses on a specific industry, including the
e-Commerce market and the underground markets like the
drug market. For example, Smith et al. (2000) reviewed

the academic research on the characteristics of electronic
markets and discussed the implications of the research.
Varian (2001) reviewed various economic phenomena that
are important in high-technology industries and market
structure. Wilson and Stevens (2007) provided a review of
what is known about the economic structure of illicit drug
markets. Our work on the underground botnet economy,
to some extent, combines these studies as it is industry-
specific, underground, and over the Internet. Our market
evolution analysis is based on the industry evolution model
in (Klepper & Graddy, 1990). The purpose is to modify
the general model based on the observations of the botnet
market. As we support a less competitive botnet market
structure, the modeling analysis helps identify key factors
that affect the level of competition in the botnet market,
and hence provides valuable insight to effectively reduce
botnet market competition.

There is also a large literature on botnets. Rodrguez-
Gmez, Maci-Fernndez, and Garca-Teodoro (2013) pro-
posed a taxonomy of botnet research based upon the
botnet’s life-cycle (the sequence of stages a botnet needs
to pass through to reach its goal), including beginning
conception, recruitment, interaction, marketing, attack
execution, and end attack success, and presented a selection
of botnet research organized according to the proposed tax-
onomy. They believed that new defense schemes against
botnets should be specifically based on the marketing stage
as botmasters nowadays are profit-driven. Our work is in
line with recent research on mitigating cyber crime and
botnets by economic approaches. Over years, there have
been various efforts to understand, measure, and analyze
botnets (McCarty, 2003; Karasaridis, Rexroad, & Hoeflin,
2007; Dagon, Zou, & Lee, 2006; Grizzard, Sharma,
Nunnery, Kang, & Dagon, 2007; Cooke et al., 2005;
Wang, Sparks, & Zou, 2007; Rajab, Zarfoss, Monrose,
& Terzis, 2007; Liu, Gong, Yang, & Jakalan, 2011). For
example, studies by Rajab et al. (2007) and Liu et al.
(2011) focused on the nature of botnet size, botnet mem-
bership, and its measurement issues. Technical approaches
for disrupting underground markets have focused on activ-
ities such as locating and disabling hosting infrastructure or
tracking and identifying malicious attackers. These tech-
niques face numerous social and technological obstacles
which limit their success. Recently, economic approaches
by Anderson (2001, 2006), Johnson and Pfleeger (2011),
Camp and Johnson (2012), Garg, Husted, and Camp
(2011), and other researchers have been attracting more
attention. Economic measures can often be of low cost
when they deal with the security threat indirectly through
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changing the incentives of market participants. Using a
seven-month trace of logs collected from an active under-
ground market, researchers (Franklin et al., 2007) provided
first-hand exploration into the underground economy
which specializes in the commoditization of activities such
as credit card fraud, identity theft, spamming, phishing,
online credential theft, and the sale of compromised hosts.
Based on market data gathered, they proposed potential
low-cost approaches to disrupt the underground markets.

The underground botnet ecosystem provides the main
sources of illegal income for cyber criminals. Researchers
have studied the underground markets directly. Thomas
and Martin (2006) documented online crime. Franklin
et al. (2007) monitored the public chat channels used by
online criminals to contact each other. Ford and Gordon
(2006) proposed launching revenue-destabilization attacks
on botnet generated revenue streams from online adver-
tising fraud by constructing a distributed network of
machines capable of controlling advertising impression
numbers, click through rates and software package installs.
Similar discrediting and attacking approaches may be used
to reduce botnet market competition. Ormerod et al.
(2010) proposed an approach of defeating a botnet toolkit
through discouraging or prosecuting its end users. With
data collected on web, Zhuge et al. (2009) studied the
aspects of the underground market visible as part of the
World Wide Web. Kanich et al. (2008) introduced a
methodology for measuring the conversion rate of spam,
the probability that an unsolicited email will ultimately
elicit a sale. Caballero et al. (2011) performed a measure-
ment study of the PPI market by infiltrating PPI services.
The economic incentives for launching DDoS attacks were
modeled in (Segura & Lahuerta, 2010). Despite the efforts,
there is still a long way to go to understand the economics
of online crime and quantify Internet security threat.

Uncertainty may play an important role in decision-
making of cyber criminals. Chandrasekaran et al. (2006)
detected phishing sites by submitting fake responses which
mimic real users, reversing the role of the victim and the
adversary. Herley and Florêncio (2009) studied the rippers
who cheat other participants in the IRC markets. Li et al.
(2008) used virtual bots to create uncertainty in the neces-
sary rental size of botnets for an attack. Li and Schmitz
(2009) built spam traps to submit credentials to phish-
ing sites and used phoneybots to submit honeytokens to
pharmers and phishing malware. To some extent, biased
defaming of new entrants proposed in this paper works by
increasing uncertainty of joining the underground market,
hence discouraging market participation.

6. CONCLUSION AND FUTURE WORK
Botnets pose a serious threat to the overall health of

today’s Internet. While technical approaches have achieved
limited success, this article addresses the botnet problem
from a different angle by applying economic theories of
market structure to the supply chain of cybercriminal
infrastructure. Based on the observation that the current
botnet market functions close to perfect competition, we
encourage a monopoly structure of the botnet market.
The economic analysis suggests that the profit-maximizing
output level under monopoly is less than that of a com-
petitive market. Contradictory to tradition wisdom that
defenders should always attack big targets, we suggest the
focus should be shifted to pose barriers to new entrants
to the botnet market. One implementation is through
biased defaming attack on less experienced entrants. The
less efficient market structure will ultimately reduce the
output of botnets.

Our findings provide insight for botnet defenders
regarding the efficient allocation of limited defense
resources and the importance of prioritizing targets of
attack. Although our analysis focuses on the botnet mar-
ket, similar logic may apply to other cybercrime markets
consisting the underground ecosystem, such as the market
for malware and the market for trading credentials stolen
by botnets. The attacks on various markets of the system
can be reinforced. For instance, attacking the malware mar-
ket will make the price of botnet toolkits rise, increase the
entry cost of botmasters, and reduce their financial incen-
tives to enter the botnet market. The intervention counter-
acting the trend towards specialization and diversification
in the cybercriminal economy will be our future study.
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